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Subject: Cloud Computing-DITC115217

Type of course: Professional Core

Prerequisite: Prior knowledge in computer networks, operating systems is recommended,
Rationale:

Cloud Computing is a transformative technology that cnables on-demand access to computing
resources over the internet. This subject covers essential concepts, architectures, deployment
models, and service models (laaS, PaaS, SaaS), providing a foundation for understanding cloud-
based infrastructure. It also explores virtualization, sccurity, and privacy concerns, which are
critical for sccure cloud adoption. Proficicncy in Cloud Computing is essential for modern IT
professionals, enabling them to design scalable, flexible, and cost-effective solutions in various
industrics, including software development, data analytics, and enterprise IT.

Teaching and Examination Scheme:

Teaching Scheme Credits Examination Marks ,
|
s ) Practical Total |
] T P C ”’]COI’)’ Marks Marks CA Marks
ESE MSE \Y P ALA
4 0 2 5 60 30 10 20 30 150

Legends: CI-Class Room Instructions; T — Tutorial: P - Practical: C — Credit; ESE - End Semestor
Examination; MSE- Mid Semester Examination; V — Viva; CA - Continuous Assessment; ALA- Active
Learning Activities.

Course Content:

()
, Course content Hrs. . /°
No Weightage

Introduction to Cloud Computing

! Fundamentals of Cloud Computing and its applications,
| Characteristics of Cloud Computing, Challenges and Security 9 15%
Risks in Cloud Computing, Advantages and Disadvantages of
Cloud Computing
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Cloud Compunnn Architecture & l\plm ment Model

D\T‘l\.\ \‘\" :“-\‘\‘-v\ A w\'v~~ N

R LTS,

Cloud deployment {

| GMIU poral.

2 | model: Public C ‘s: i, Private Cloud. Hybnd C Eoud Comparison 4 25%
: of Cloud Deployment _\'\\:g s: Koy D:::c: anees, Advaniages,
| and D;Nu\‘ll‘...’.;&\
Cloud Architecture: Service Models .md Prm ldt‘
, | Cloud Senvice y {
3 Platform as 13 23% |
Difference o
s:'\i:a \Micro " |
Virtualization f |
‘ » D:r:;.m“ :;:d Concept  of Virualization, Working 01 f
] - Virmualization. Types of Virualization .D‘\\u‘p \Y muah:e.z won. |
; Network  Virmalization. Storage  Virualization.  Data | 5
:_, zation. Virtualization Technologies & Hypervisors: Type | ;
4 01 H\ rvisor (Bare-Meawal, Type 2 Hyperviser (Hested) . |13 5% |
Introduction 1o Clowd Securitv.  Identifying  Security |
| Vulnerzbilities in Cloud Infesiructure. Security at D'ff-:re'x.f
| I.-’\e'\ Network Level Hox Level ata |
| Security and storage. Privacy issuel e Ke} i
Privacy concern in the cloud. Protecting Privacy I : !
Cloud Middleware i |
| | Introduction zbout cloud Middleware, Explain Different types of!; _ . ’
] ) 3cloud Middleware Open Stack Fuczhpms. Windows Azure | } ! B \
i ClnLd Sim. E\L Os. Aneka . Google App Engine. [ |
Continzous Assessment:
| Sr. | - . e
No ‘ Actve Learning Acuvities Marks
‘ | Cloud Deployment Model Comparison:
| | Student will individuzlly conduet = comparative analvsis of differem
P o1 ';cloud deployment models (Public. Private. and Hybnd). They will 10
| prepare a detailed reporn st thelr findings and upload it to the
(

Cloud Service Provider Analysis:
{ { Student will individually explore and
| providers such as AWS. Microsofl Az
| create a preseniation or mfo graphic
| upload it 1o the GMIU porial

]

anahvze different cloud service
ure, and VMware Cloud. They will
to showease their findings and

-

oy
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Virtualization Simulation:
Student will mdividually  use  virtualization  tools ke VMware
Waorkstation, Virtual Box, or Hyper-V to create and confizure a virtual |

3 o ' ' :
: machine (VM) They will document the virtualization process, key | 10
challenges, and advamages, and upload their findings to the GMIL
portal. g
L e W
Suggested Specification table with Marks (Theory):60
r I :
* Distribution of Theory Marks ;
\l (Revised Bloom's Taxonomy) |
1’
\ Level \ Remembrance | Understanding | Application | Analyze Evaluate | Create |
(R) (V) (A) (N) E) | (© |
o :
\ o h““‘c 25% 35% 20% 10% ! _;

Course Qutcome:

After learning the course, the students should be able to:

i
|
Understand Cloud Computing fundamentals, applications. characteristics. advantages, |
chalienges, and security risks. |
!
|
|
{

their advantages and disadvantages.
[ l Diiferentiate Cloud Service Models (IaaS, PaaS, SaaS) and evaluate service providers like

rC()? \ Explain Cloud Architecture & Deployment Models (Public. Private, Hybrid) and compare f

1‘ e | AWS. Azure, and VMware Cloud.
[ CO4 Demonstrate Virtualization Technologies (Desktop. Network. Storage. Data) and analyze
l Hypervisors (Type 1 & Type 2) and Assess Cloud Security.

|
!
x

CO5 ‘ Assess Cloud Security Middleware and suggest risk mitigation strategies.

List of Practical:

rSr. No Description Unit | Hrs
No |
1 Study Cloud Architecture and Cloud Computing Models. 1 i 2
> Implement Infrastructure as a Service (laaS) using Open Stack: : N
- li:stall Cpen Stack on Ubuntu with Dev Stack. - = f
3 Implement Storage as a Service. 2 2 |
4 Case Study: Choosing the Right Cloud l)q)lonmm Model — . . 1
Analyze Public, Private, Hybrid, and Community Cloud Models. = = |
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5 |n‘d“| Study: (|mn|mml|vc Analysis of Cloud Service Providers — ) .
valate AAWS. Arare, and Goople Cloud, ' B
_(’ ‘}lsl;!‘l.f},!](_‘ W(}}'k_\\{ilh Google App Engine. 3 :
/ Install and Work with Microsoll Azure, 3 :
N Develop and Deploy a Hello World Web Application on Google 3 |
App Engine. '
Design an Assipnment o Retrieve, Verily, and Store User
U} Credentials using Firebase Authentication and Google Cloud Data 3 y
slore,
10 To study about Ancka. 5 -
I Install and Configure Virtualization using KVM., 4 |
Case Study: Data Sceurity and  Privacy in o Cloud-Based
12 [Healtheare System — Analyze Infrastiucture Scerity and Privacy 5 2
lssues. , e —————————— e ———
- A ~Total 30

Instructional Method:

The course delivery method will depend upon the requirement ol content and need of students. The
tencher in addition to conventional teaching method by black board, may also use any ol tools such
as demonstration, role play, Quiz, brainstorming, MOOC's ele.

From the content 10% topics ave sugpested tor Tipped maode instruetion,

Srudents will use supplementary tesourees such as online videos, NPTEL/SWAYAM videos, e
courses, Virtual Laboratory.

The internal evaluation will be done on the basis of Active Learning, Assipgnment,

Practical/Viva examination will be condueted at the end of semester for evaluation o performanee
of students in laboratory,

Reference Books:
111 Cloud Computing: Coneepts, Technolopy & Architeeture, Thomas Lirl, Ricardo Putting,

Zaipham Mahmood, Pearson Serviee,

12] Cloud Computing for Dummics, Judith Thuwitz, Robin Bloor, Marein Kauliman, Fern Halper,
Wiley Publications,

[3] Cloud Computing Black Book, Kailash Joyaswal, Jagannath Kallokurehi, Donald 1 Howde, 1
Deven Shah, Drenmtech Press,

[4] Cloud Computing: SuaS, Pans, lanS, Vitualization, Business Models, Mobile, Security and
More, Kris Jamsa, Jones & Bartlett Learning,
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