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Subject: Cloud Computing-DETCEI5217 

Type of course: Professional Core 

Rationale: 

Gyanmanjari 

P'rerequisite: Prior knowledge in computer networks, operating systems is recommended. 

Teaching and Examination Scheme: 

Teaching Scheme 

Cloud Computing is a transformative tcchnology that cnables on-demand access to comput ing 
rcsources over the internet. This subjoct covers cssential concepts, architectures, deployment 
models, and service models (IaaS, Paas, SaaS), providing a foundation for understanding cloud 
based irifrastructure. It also explorcs virtualization, security, and privacy concerns, which are 

critical tor sccure cloud adoption. Proficiency in Cloud Conputing is essential for modern IT 
professionals, enabling them to design scalable, flcxible, and cost-effective solutions in various 
industrics, including software development, data analytics, and enterprise IT. 
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Cloud Computing-DETCE15217 
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Introduction to Cloud Computing 

60 

Course content 

iyannanjari Diploma Engincering College 
Semester-5h (Diploma) 

Theory Marks 

Examination Marks 

MSE 

30 

Practical 
Marks 

V 

10 

Fundamentals ofCloud Computing and its applications, 
Characteristics of Cloud Computing, Challenges and Security 
Risks in Cloud Comput ing, Advantages and Disadvantages of 
Cloud Comput ing 

8HAVNAG 

Legenls: C-Class Room Instructions; T - Tutorial: P - Practical: C - Credit; ESE - End Semmester 
Examination; MSE- Mid Semester Examination: V- Viva: CA -Continuons Assessment; ALA- dctive 
Learning Activities. 
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No 

1 

2 

Cloud Computing Architetune& Deplov ment Model 
Dsibe cloud cooutng archiieture, Coad deploynent 
model: Public Clui. Pìiate Cloxd. Htrid Coud. ComparisOn 
ofCloud Deployment Modes: Key Diteemex Adantages, 
and Disadvantages 

Cloud Architecture: Seric Models and Providers 
Cloud Seniie Models: Intrastueture as a Service (laaS). 
Platforn as a Senice (PaaS). Sotware as a Service (SaaS). 
Diterene of SsaS, PaaS, laaS. Senice provider: Amazon wcb 
serice Micosoñ Azure, V\IWARE cloud. 

Virtualization and Security 

Continuous Assessment: 

Deñnition and Connept of Vitualization, Working of 
Vitualization. Typs of Virualization :Daktop Vitualization. 
Nework Viualization. Siorage Vitualization. Data 

Vitualization, Vitualization Technologies & Hypervisors: Type 
1 Hypervisor (Bare-Meah. Type 2 Hypervisor (Hosed) 

Introduction Cloud Secunty. Identifying Seurity 
Vulnerabilitis in Clu£ lntasracture. Security at Ditteren 
Levels: Network Level. Hos leve. Application Leel. Data 
Securiy and storage. Privacy isue, Data Life Cycle, Key 
Privacy concern in tae cloud. Pratng Privacy 
Cloud liddleware 

GYANMANJARI NSTITUTE OF TECHNOLOGY 

Introduction about coud Middleware. Explain Different types of 
cloud Midleware Open Stack Eucalypzus, W indows Azure. 
Cloud Sim, Eye Os. Aneka. Google App Engine. 

Acive Learning Activities 

Cloud Deployment Model Comparison: 

Cloud Sernice Provider Analysis: 

Student will individually conduct a conparative analysis of differen 
cloud deploymment ndels (Pablic, Private. and Hybrid). They will 
prepare a detailed repor summarizing their findings and upload it to the 
GMIU poral. 

Cloud Computing DETCE152 17 

15 

7 

Student will individually explore and analyze different cloud service 
providers such as AWS. MicOsoñ Azure, and VMware Cloud. They will 
create a presentation or no graphic tO showcase their fndings and 
upload it io the GMIU pornal. 

GA 

5% 

10% 

Marks 

10 

10 
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3 

Suggested Specification table with Marks (Theory):60 

Level 

Weightage 

CO1 

Virtualization Simulation: 

CO2 

CO3 

Course Outcome: 

CO4 

Student will individually use virtualization tools like VMware 
IWorkstalion, Virtual Box, or Hyper-V to create and configure a virtuai 
nachine (VM). They will document the virtualization process, key 
challenges, and advantages, and upload their findings to the GMIU 
potal. 

COs 

1 

Remembrance 
(R) 

2 

25% 

Sr. No 

After learning the course. the students should be able to: 

Distribution of Theory Marks 
(Revised Bloom's Taxonomy) 

Understanding Application |Analyze 

List of Practical: 

GYANMANIARI INSTIUTE OF TECHNOLOGY 

(U) 

35% 

(A) 

20% 

(N) 

Description 

Cloud Computing-DETCEI5217 

10% 

Implement Storage as a Service. 

Total 

Understand Cloud Computing fundamentals, applicat ions. characterist ics, advantages, 
chalienges, and security risks. 

Evaluate 

Explain Cloud Architecture & Deployment Models (Public, Private. Hybrid) and compare 
their advantages and disadvantages. 

Assess Cloud Security Middleware and suggest risk mitigation strategies. 

Study Cloud Architecture and Cloud Computing Models. 
lmplement Infrastructure as a Service (laaS) using Open Stack: 
Iustall Open Stack on Ubunlu with Dev Stack. 

(E) 

05% 

Differentiate Cloud Service Models (laaS, PaaS, SaaS) and evaluate service providers like 
AWS, Azure, and VMware Cloud. 

Case Study: Choosing the Right Cloud Deploymen Model 
Analyze Public, Private, Hybrid, and Conmunity Coud Models. 

Demonstrate Virtualizat ion Technologies (Desktop. Network. Storage. Data) and analyze 
Hypervisors (Type 1 & Type 2) and Assess Cloud Security. 

Create 

Unit 

(C) 

No 

05% 

2 

2 

Hs. 

2 
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7 

8 

10 

12 

Case Study: Conparative Analysis of Coud Service Providers 
:valuate AWS, Azre, and Cioople ('loud. 
Install and Work with Google App Engine. 
Install and Work witl1 Microsoll AAre. 

Develop and Deploy a llello World Web Application on Google 
App Bnginc. 
Design an Assignnent to Rerieve, Verily, and Store Uscr 

Credentials using lFircbase Authentication and ioogle Coud Dala 
slorc, 

GYANMANJARI INSTITUTE OF TECINOLOGY 

T'o study about Aneka. 

Install and Configure Virtualization using KVM. 
Case Sludy: Data Sccurity axd Privaey in a Cloud-Based 
llealthcare System - Analyze lurastrueture Security and Privacy 
Issucs. 

Instruetional Method: 

Irom the content l 0% topics ure suggested lor (lipped mode instruetion. 

The interal cvaluution will be done on the busis of Active Lenrning Assignocnt. 

3 

Reference Books: 

3 

3 

4 

The cou'se delivery method will depcnd upon the tequircnent ol'content und necd olstudents. Te 

lcaclher in addition to conventional teclhing nethod by bluck board, nay alsO USC any oltools sIch 

Is denonstration, role play, Quiz, brainslorming:, MOOCs cte. 

"T'otal 

Stulents will use supplennentary resources such as online vidOs, NPTELSWAYAM vilcus, e 

courses, Virtual Laboratory. 

Cloud Conput ing-DETCEIS217 

4 

30 

Practica/Viva examination will be condueted at the end ol' senmester for evalunt ion of perlomne 

of'students in laboralory. 

||Cloud Computin: Concepts, T'echuology & Arclhitecture, Thonas Er, Ricardo Pultini, 
Zaiglam Mahmood, Pearson Service, 
|2] Cloud Conputing lor Dummies, Judith llurwitz. Robin Bloor, Marcia Kaufnan, Fen llalper, 
Wiley Publications, 
(3| Coud Computing Black Book, Kailasl Jayaswnl, Jagannatlh Kallakurehi, Donmld J, Iloude, Dr. 
Deven Slhal, Drenntcch PrcSs, 

|41 Cloud C'onputing: Saas, Paus, Iaus, Vitualization, Business Models, Mobile, Security and 
More, Kris Jaunsa, Joncs & Bartlett Learning. 
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